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# openssl benchmarks
S > openssl speed aes rsa2048

Y Y # webserver benchmark
Full Handshake 5 >ab(-k), 1:30
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Client Server SESSIOH I D
AR5 iR iEsession. FERMS,
(@ ctient weto | &2 1% Ecache X/

I SessionTicket:
@ M""“'"“J 50%% ¥, & FimfEfifsession, X

/N

(@ g ) FEREET, nginkBRIAFFE, T
. fE, AUHNERE
HS kR

\ \ Sssl_protocol Sssl_cipher
Abbreviated handshake Sssl_session _id
Sssl_session_reused
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Client Server
~_ keepalive timeout=75
/ (@ B ] keepalive requests=100
N ShCEes
Y Y Sconnection_requests > 1

Keepalive

e TLS full handshake % =

( ! keepalive + ! session_reused) / total _conn * 100% 8
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DHE+RSA  ECDHE+RSA RSA+RSA ECDHE+ECDSA
K%k 21% 73% 92%
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B = WYE oG 159%
2G 4% 31% 6% 3G 6%
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4G ~5% 9% 3% P
WiFi  12.7% 29% 6% WiFi 3%
PC
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SPDY3.1 & HTTP2

o ZIRE HRFIETLSIETF . EEI. TCPEY
e HTTP/2 and SPDY indicator: http://lwurl.to/3SSC2

€ - C { nttps://www.taobao.com $ Ay & » =

% BER RMIH  FHLEST ReyEE - SPoy-onabledispdy/3.1)

e O 1ESPDY3.0ER R
o REKFTIFEHTTP/2, B P XHESPDY/HTTP2EEER : 70%/
20%

-
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OCSP check e OCSP check®=2500ms

. N o |E/FirefoxBATA S TTOCSPF N

Let's communicate securely

Attacker
. J
-
(" Sure-here's *my” cenificate: )  (stolen private key)
s S
K Sigratre Jod2 1o )
prowser OCSP Stapli
4 Is this certificate ok? ) a p I n g
asper. CA
SUDRCL exampie.com

\ Ssanatuse: Tel2 3b )

ca  ® 50%3ZFF
— o HEELIX—FIUEBIRDS
: o JEEIEPEER/N

\J

(" No - that certificate has been rwoked.\
Here's a signed assertion saying so:
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DNS-Prefetch
Preconnect
Prefetch

Flush HTML Early
PreRender
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http://1688.com
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Modern compatibility

For services that don't need backward compatibility, the parameters below provide a higher
level of security. This configuration is compatible with Firefox 27, Chrome 22, IE 11, Opera 14
and Safari 7.

« Ciphersuite: ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-
SHA256:ECDHE-RSA-AES256-GCM-SHA384:ECOHE-ECDSA-AES256-GCM-SHA384:DHE-RSA-
AES128-GCM-SHA256:DHE-DSS-AES128-GCM-SHA256:KEDH+AESGCM:ECDHE-RSA-AES128-
SHA256:ECOHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHAECDHE-ECDSA-AES128-
SHA:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-
SHA:ECDHE-ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-
AES128-SHA256:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-
SHA:laNULL:!leNULL:!EXPORT:IDES:!RC4:!13DES:IMD5:!PSK

« Versions: TLSv1.1, TLSv1.2

+ RSA key size: 2048

« DH Parameter size: 2048

« Elliptic curves: secp256r1, secp384r1, secp521r1 (at a minimum)

« Certificate signature: SHA-256

+ HSTS: max-age=15724800

https://wiki.mozilla.org/Security/Server Side TLS

Alibaba Group
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}his 'site usos-a v\-veak security configuration S H A 1 i.ll-.E ~ % :‘L‘i /HH

(SHA-1 signatures), so your connection may not

be private.
Permissions | Connection | 1. 20165 HIGCARNBIMASHAL,
u The identity of this website has been 201 7$ a:l-_ﬁél\ 53“.[ %1/: %%Z;- E‘SIZ -TF%':SHA 1
verified by Server N S
CA - G3. No Certificate Transparency '[,_EE :F_']

information was supplied by the server.

The certificate chain for this website
contains at least one certificate that was

signed using a deprecated signature 2. WindowsXP 5P2/Aﬂdf0ld<23$§2?%’t
algorithm based on SHA-1, . R
SHA2561FF5
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& https://www.taobao.com

www.tacbao.com
Your connection to this site is private.

Permissions J Connection L

B The identity of this website has been

Transparency information was supplied by
the server.

Certificate Information

B Your connection to www.taobao.com is
encrypted using a modern cipher suite.

The connection uses TLS 1.2.

The connection is encrypted and
authenticated using AES_128_GCM and
uses ECDHE_RSA as the key exchange
mechanism.

Site information
You first visited this site on Jun 15, 2015,

*.laobao.com

e Algorithm

Parameters

falid Before

t Valid After

[a]

SHA-256 with RSA Encryption
(1.2.840.113549.1.1.11)

none

Friday, May 29, 2015 at 8:00:00 AM China Standard
Time

Sunday, June 12, 2016 at 7:59:59 AM China Standard
Time

1. SHALIE H 13 BART (8] A~ 813 R JIE
2. ZIEPB X
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« HSTSATRABRLESSLStrip s
Request URL: https://www.alipay.com/
Request Method: GET
Status Code: @ 200 0K
¥ Response Headers view source
L) 2l 3 Connection: keep-alive
¢ Bﬁ -It8onflll-]- D %& %}] ?% Content-Encoding: gzip
Content-Type: text/html; charsetsytf-8
Date: Tue, 28 Jul 2015 97:20:02 GMT
Expires: Sun Jan @1 1995 @8:00:00 GMT+0B88@ ((S
. LY 2N . Pragma: no-cache
o -L_I'_‘ Fﬁ ):I Z: Lﬁ‘lé Q‘J Iﬂ% -liE :l:; %ﬂ: 1':' Request-Id: 03¢1051314380680023766540
oy H Server: Tengine/2.1.9
Set-Cookie: spanner=asQ0xeblflrQ3wWwOM5nB4iveuel
| Strict-Transport-Security: nax-age=31536000 |

¢ ;ﬁk ‘IL\ 2 /l\ RTT Your connection is not private

Attackers might be trying 10 steal your information fom
Lcom {lor example, DASSWONSS, MESSages, or credt cancs).

- |EI I/Android4.4/Opera#p - =
XEZT% £om nomally Lses encryplion 1o protect your information.

When Chrome tried 1o connect %0 LL0m this time, the
wabale sent Dack unusual and Incomect crecentials, Either an attacker
is trying %0 pretend 1o be £0m, or 8 Wi-Fi sign-in screen has
interrupted the connection, Your information is still secure becase

* Preloadlist - https:// Ghvcee sopped th cormection ekrs ary ata was axchanged.

You cannot visit .com right now because the website ysos

hstspreload.appspot.com/ B
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« SNI (Server Name Indication)
AIAETLSIRF I iR & 1R
SERBBAGLAE, JH
—MPA4SRAUBBS MER | o ]

*  “mtackbeo com
ONS Mave  © e 120090 0OM
NE Name  laobed com

e {BEIE6~IES/XPANZ HFSNITMNY
m.

RAR: iz AIEFH (WildCard SAN Certificate)
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S JERE: JavaScnpt\ %
ST e o Yo B o oncise R RL iFrame-s

Flash< #R5n

Protocol Support

Your user agent has good protocol suppoert.

YOour user agent suppons TLS 1.2, wiuoh is T Dest avaiatie VEFSON M T Moment

Q0o Network S Timehne Profiles Resources Audits (Comacle!
O v <topframe> v Praserve log
Five Regex m Errors Warnngs Mfe Logs Debug Hand

FI| B Webkit A # B &1
PN st o et s e T MURLE BHTTPS &

L 1de network messages

stylesheet ‘Dttpi//plaintext. Jcon/plaintext/stylel. cssPt=143822T600021 ', This reguest has been blocked; the canten
0 2005-07-30 11140100, 00
®Mived Content: The page at 'MUpsi/iva, Lo0/ssltes T/ viewMyCliont, Mial" was loaded over MTTPS, dut requested an |
AL EpAeguest endpoint "MEp://plalntext, s 1abs . Ccon/plalntext/ahr, tat 7 tnlAd022T00N2] ', This reguest Mas been blocked;
HTTPS.
O L5070 10:40:00. 041 Nixed Cortent: The page at * H MIpss/leiw,  comsssltest/v ity Cliest hial® was loaded over HT
requested an Insecure imege "DRtpi//plalntext, .ggg}n teat/inl-transpar ms.:g';-pnnzmn This contest sh
0 2015-07-30 11:40:00.901 GET hitpai/lweed. £on:l0e44/2a1- 10821050, A TRe R4 22T CRMY] not: tERR_SSL_PROTOCOL_LRAOR
0 2005-07-30 11:40:01.108
AMlusd FPosnsane Wos anan we 'Bsvasuidbasi o V samtsoNvann bbb\ lnns b wns Nanded sss urves At ASSesamad va .

Alibaba Group




Alibaba Group
l"':lll“fl)

05

F: BR=ZEEHRxRTA
e 3 : FlashB—=

e ENME: SE

o FESMIBE: ?

o RefererE5K: <meta name="referrer” content="origin”>3{ &

window.name
* SEO[D] 7R :
e EA: FOIFHTTPSIMEN, BRI/
e Google: http://lwurl.to/35Q3)J

-



Alibaba Group
- l',:(lllwkl)

S
HETF
1. SSLLabs: http://lwurl.to/3SROK
2. Ivan Risti¢ : «Bulletproof SSL and TLS» «
<OpenSSL Cookbook?
3. llya Grigorik: https://istlsfastyet.com/-
Yesterday’s perf best-practices are today's

HTTP/2 anti-patterns® < <High-Performance

-

Browser Networking»

4. BEhttps3EE: http://lwurl.to/3SROL
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