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Monitoring & Observabllity

Getting off the:starting-plocks.
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= Define stuff:
x Set someitenets:
» - DiSscuss-and:implementsome:-tenets.

® - Answer-a:lot-orguestions:
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x \We'llEgetito-that.
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x Being aple tomeasure=things=or
witness: state:changes:

x Not usefulit:doing:so-alters-enavior-(significantly).

i
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» [or the restorthistalks:

Thereis-only:production:

Wednesday, August 21, 13



x Measurement:-aisinglesmeasurement-of:sometning
® g valueon:whichEntmencaloperations:-make sense:
w0 2842091886 O nall
n “200% 3047 V2347 happy., null
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x Metric: something-that:yotEare:meastring

® [he version of:deployed:code

n[otal cost:on-AmMazon:Services
x {otal-bugs filed;:btg-vacklog

® [otal queries executed
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x DO-NO

ORERA

ES:



®x [ne rate of change-or-measurements.
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x  SOoMmetimes perspective-matters

® page load:times;:BNS:gUeries;

= consider:RUME{realtiser-monitoring)
= Jsually:it-doesnot

® {otal requests made-against-a web server

i
>
-
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® [he assimilation:ot
Multiple:measurements:into
a Visual-representation:
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x Understanding:the
“directionzotseres:olmeasurements:-on-a metric.

® Here direction:is:looseand:means -pattern within.”

V\W
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x [0 bring:something:to:one’s:-attention:
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n [ he determination:thata
Specific:measurementis
not-within-reason:
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x - Al-ofthat:
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x Measurement

® Neasurement Velocity
x Metric

® Perspective

x - Visualization

- [rending
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Alerting
Anomaly:Petection
@bservability

Vionitoring



x Most people suckiat:monitormng:

x [hey monitor-allthe wrong:things:(somewhat bad)

x [he don’ttmonitor:theimportant things (awful)
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x Rates are like:-trees - making:sotnds:alling:in:tne forest.

x - Directmeasurementiofrates:leads to-data loss
and-ultimately:ignorance.

V\W
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1. Business dravers:via:iKPIS;
2. leam-KPIS;
3. StaftKPIS;

4. othenselemetry-fromeeverything else.
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- Herelin it getstrcky.
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® | could show you:-how: to:uSe-toolX; OrY-0orZ:

n But Fwrote Reconnoiterand:founaec:Circonus
because X, Y-and:Zdidn't:meet:my-needs.

® Reconnoiteris-open:

®-Clrconus:is-a-service.
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= | M going-to-focus O methodology
that can:loeappliediacrosswhatever: toolset you have.

p
L

Wednesday, August 21, 13




®  Anyone who:says:one:is petierthan:the otheris...
WRONG:

® [hey: both:havethelruses.
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1. Synthesized:observation:is-desirable.
2. Observaple:activity:ismireguent:

3. Alterations:in:olbservation:freguency are useful.
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® Direct observation:is:aesiraple:
n- Discreterobsenvec-actions:are-usetul;

® Discrete olbserved:actions-are-freqguent.

Wednesday, August 21, 13



x Polling doesnt-scale.
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® [ Qe greatihing:abott-Standaras:is:::
there are:so-many:1o:chooSe:from:
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x  SNMP(V 1 v2:v3)-bothpushitrap):and:pulliguety)
x collectd(V4 Vo) pushionly

= Statsd-push:zonty

- VXD BGHICMPBPEDHGE:NTRE -SSH; TGP, UDP, barf.
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x Use JSON:
x HITP(S)PUY

AR @S

Somewnere-for:push

= HT1P(s)GElsomething:for-pull




x Occasionally,-catavelocityzisveyonadiwnats reasonable
for ndividualHEFRPUHPOSTEOFEeach:observation.

1. You-can:alkpackito PRy statsd)

2. —lpreferto:patch:ithem-and:-continue to use REST

®




x nNad IS great. use-nad:

» Nttps://github.com/circonus=laps/nad
x [hink ofitlike:an:SNMP-Ihat's

x actually-Simple

x Monitoring-not Management

® and-triviakextended: to-suit your needs

®
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https://github.com/circonus-labs/nad
https://github.com/circonus-labs/nad

To the Internet =




x Nad isn-tmethoaology::

® - |[t'S technology.
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® Back tothe:topie:

x| talked: about:nad:prelytoprovice:a
super: simple tooltorerase-the:guestion:
“but-how:2*
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= \What should :be-monitering:?

® [his s the best:guestion:you:can-ask:yourself.
® Before you:start:
x \Vhileyou’re:implementing.

® After you're-done.
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x MONITORAEEFREFFINGS!

» ||| tell-you-thisitoo; in-fact:

» But we-have putthe cart-ahead of the horse.




= |f | could monitor-one thing; what- would:it-be?

hint; CRU utilization:on:your-web-server ain’t it.
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= |{ depends on:your:puUsIneESS:

= [f you-dontKNoOW: the:answerto-this,
|- stiggestyou-stop:Wworying:about-monitoring
and start:worrying:about:VWEE your-company does.

W
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x Unless Emake stufftp::

® - S0, herel:gomakin::stuft:-up:
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® \WE run a web:siteswhere:customers:buy: products
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xS0, We should:monitor:how:many: purchases were
made-and:-ensure:itis:withinzacceptable-levels.

s Not sofast:
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x \\e want to:make:stre:customers
can purchase:from:the:site:and
are purchasing:from:thessite:

® [his semantic:differentiis:critically- important.

x - Andichoosing:which:comes-down:to velocity.
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x Displacement/time
(i.e. purchases/second:or-$/second)

= BUFWALEEYOUESaid:
“Do not-collect:rates:of:things::

x Correct:
collect the:displacement,
visualize-and:-alert-on-the rate.
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= High velocity:- Wi predictablyzsimooth:trends:
velocCity ISTmoreimportant

= | OW VeloCity: oruneven:-arvalkrates:
nmeastring:capabilityas:more: important
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= |f you-have sufficientireakoata;
obsernving:that:data:Works:oest:

= OthernwisSe Yot must
synthesize - data-and:monitor:that.
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x Always synthesize.

» - additionally -oloservereal:data-when:possible

Wednesday, August 21, 13



® |'ve got a:web:site-that:my-custormers:need-to-visit,

x [ he business-unaderstands:-that-we need to serve
customers:with-at:leasta:basic:level-of QoS:
NO:Page:loads-Overias
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x curl http://surge.omnitEcomy

® cxtract the HIFP-response:code

x |f 200, we're super-good!

x  Admittedly not'so-good.
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http://acme-client.com/hot/page
http://acme-client.com/hot/page

x Synthesizingan:HEEPS GEE Cotldiprovide:
x SOOI Subject validityzexpiration
x HI TP code;Headers-and-Gontent

= [Fimings:on: G -connection; first byte, full payload

W




x Don’t get mewrong;:they-are-usettil
We use them:all:overithe placesithey:are cheap.

» - But, 1deally; you:wantto-loaa:the page:closer 1o the
way-a-User-aoes (allFassets; javascript, etc:)

» - Enter phantomi|s

®
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var page = require('webpage’).create();
page.viewportSize = { width: 1024, height: 768 };

page.onkrror = function(err) { stats.errors++; };
page.onlnitialized =

function() { start = new Date(); };
page.onLoadStarted =

function() { stats.load_started = new Date() - start; };
page.onLoadFinished =

function() { stats.load_finished = new Date() - start; };
page.onResourceRequested = function() { stats.res++; };
page.onResourcekrror = function(err) {1 stats.res_errors++; };
page.onUrlChanged = function() { stats.url_redirects++; };

page.open('http://surge.omniti.com/', function(status) {

stats.status = status;
stats.duration = new Date() - start;
console.log(JSON.stringify(stats));
phantom.ex1t();

1) “/(I\/
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http://surge.omniti.com/'
http://surge.omniti.com/'

var start, stats = {
status: null

, errors: 0

, Load_started: null

, Load_finished: null

, resources: 0

, resource_errors: 0

, url_redirects: 0
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®x SOMe examples-are Google:Analytics,-@mniture; etc.

x Statsd (out-of-the=pox)-and:-NIetrics
are mediocre-approach:

n Iivve have a:lot:orobservabledata:N;
NEISH Tt So-useful;

o, |INI:-0(0:5),:0(0:95);:0(0:99),-9(0), g(1), add a lot.

®




» N, o, Nl 0(0,0:5:0:95;0:99; 1) is:8:statistical-aggregates

n | ct'slook-atAPEatencies::
say- We - do-000S;
that’s 6Ok/mintite:

x - Qvera minute:oftime;-o0K:poIiNts'to & represents...
a lot- ot nformation:loss:

®




= statsd
x Nito puts
% |0gS

% clC.
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® [Nis.
x [his Is anistogram:

= |t shows: tnefrequency:of
values:within:a: popeiation:.

®  Helght represents:requency
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= [his.
x [his s a histogram:

= |t shows: tnefrequency:of
values:within:a: popeiation:.

= Now; helght:and:color
represents:fregiency.
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® [Nis.
x [his Is anistogram:

= |t shows: tnefrequency:of
values:within:a: popeiation:.

= Now; only:color
represents:treguiency
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at a single time interval

= [NS.

x [his Is anistogram:

= | Shows thefregquency:of
values:within:a: popeiation:.

= Now; only:color
represents:ireguency.

\
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x| dont wantiodatnchntorastutoriakbon:Blrace

despite-the-facttnat:you-can:simple spin-up-an
OMNIOSAMEIR:Amazonand:nave it-now:

®|nstead let's:talk:aboutwhat:shouldn’t-happen.
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| wonder if that:quete:is:lbacked:tp:::

Performance like:that:shotlc:only:nappen:t-our binary
tree 1s-badly:imbalanced:replace-with-countless other
pathologically:load:precipitates:of-failare); - wonder:If it
IS:

lt's-almostilike some reguests: are - super slow; | wonder

®

ifthey:are.
STOP WONBDERING:




® |nstrument your software-ana:-systems
and stop-thewonaer

x Do It torthekids

x [his s simple-with:BRirace & a:bit-more work otherwise

- Avolding Workiis:not-an:excuse: for ignorance

i -
-
-
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x \\e have this software:that:stores:data:::
happens to store-allfdata:vistializea: in-Girconus.

x Ve have to get:data:intorthe system:.
x Ve have to-get-dataout-of:the:system.

| don‘twonder:here s why.
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J\\cmconus

Summary

| et’s review!




» \Vhile monitoring alkthings:is:aigood:-approach,

x alerting-on:tnings:that:ado-not-have:specific remediation
requirementsIs:AorIbly:-damaging:
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n DO not:collectaatatwice:

® [hat which:you:collect:for-visualization
should:be the:same data:on-which-you alert.

Wednesday, August 21, 13



® A ruleset against:metricsin:the:systenm:should:never
produce an:-alert:without:documetation:

» the failure:condition:in:plain:Eaglic .

= the business:impact:ofithe:failure:condition,
® o coneciseanc:repeatable:remeaiation procedure,

® gn-escalation: path-up:the chain.

®
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= [ry this out:

= fOr each-alert; rin:a: POSEMOFEMEEXEICISE
® nderstanckwhysitalerted;: whatwas:aone-to fix

® rehash-whosthe: 'stakeholders-are
have:themin:the:meeting

® ave the stakenolderspeak:to-the business impact

®
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Thank youl




